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Project Overview
● Personal (Protected) Health Information (PHI),  is sensitive data that can 

be used to identify an individual 
● Eg. birthdate, medical condition, and health insurance claims
● Although protecting the privacy of PHI has been a standard in healthcare 

for centuries, genetic data (most sensitive types of PHI) has not always 
received adequate protection

● recent technological advances, including the genomic revolution, have 
increased the reasons, ways, and opportunities to share genetic data with 
a variety of parties. 

SearchHealthIT, 2018; SMEAD, 2019



Significance
● The risk of deliberate and unintentional “oversharing” of genetic data has 

greatly increased.
● A new concept of privacy and confidentiality is required to protect 

increasingly available amounts of genetic data
● There is a responsibility to create legal guidelines that allow for the use of 

technology to improve public health without compromising privacy of 
genetic information and personal autonomy



Study Aims
This ongoing study will:

A. describe privacy concerns resulting from increased genetic data 
testing and sharing

B. explore the current landscape of genetic data privacy protections
C. propose reform that protects consumers without hindering 

necessary research and medical advances



Background

● Genetic Timeline
● What are Genetic databases?
● What types of databases are available?
● What are some benefits ?



Brief Genetic Timeline

Science of Health, 2019



The Human Genome Project

● International thirteen-year project 
that began in October of 1990 and 
ended in April of 2003

● The US Project was coordinated by 
the NIH and the DOE

● generated the first reference human 
genome

● Ushered in genomic revolution
● new phase of genetic exploration

NIH, 2019; NC DNA DAY, 2019



Column Five



What are Genetic Databases?
● collections of genetic samples and other health information

● May be accompanied by the storage of human biological materials 

such as extracted DNA, body fluids, cells and sections of tissue.

● may include molecular genetic data, standardized clinical data, 

genealogical data, and information on the health, lifestyle and 

environment of an individual

ALRC, 2003



3 Main Types of Databases



1. Clinical

● Health care providers

● Examples: Mayo Clinic Biobank, Penn Medicine BioBank

Benefits:

a. Offers a more precise diagnosis

b. predict future health risks

c. identifying defects pre-implantation or in utero

d. gene therapy and gene repair (CRISPR)

e. Predict individual responses to medications





2. Research
● Academic, government, research organizations

● Examples: NIH’s All of US

Benefits: 

A. discovering disease etiology, 

B. identifying gene-environment interactions

C. precision medicine

NIH, 2018





3. Proprietary
● For-profit companies

● Examples: AncestryDNA, 23andMe

Benefits: 

A. discovering genetic heritage

B. finding lost relatives

C. clarifying parentage

D. finding perpetrators (even years after a crime)

Genetics Generation, 2015



Risks and Concerns: Genetic 

Exceptionalism



New Concept of Privacy, Involving Genetic Relatives

● What does informed consent mean when genetic data involves so many 

parties?

● How do you protect your personal genetic data when your relatives could 

put you at risk?

● What are some potential risks involved?



Discrimination

● Potential use by employers and insurers (prohibited by GINA, but difficult 

to detect/enforce and exception for “voluntary” workplace wellness 

programs)

● Potential use by entities not covered by GINA (education, housing, life 

insurance, long-term care, mortgage lending, etc

● Potential civil rights violations

● Threatens to create a “genetic underclass” (Roberts 2010), history of 

eugenics



Profit

● Personal data could be shared, sold, or used for profit without fair 

recompense to relatives (especially true if data provider does not approve 

of its uses)

● Potential exception in states with genetic property laws (which brings its 

own potential downside: less research to save lives)

● Profit by database owner not generally recognized as harm to subject  



The Current Landscape of Genetic Privacy Protections

1. Health Insurance Portability and Accountability Act (HIPAA)
● Passed by Congress in 1996 
● Far-reaching Act that created national standards for the protection of 

personal health information, through what is known as the Privacy Rule.
1. Institutional Review Boards (IRB)
● began in 1974 with the National Research Act that created the National 

Commission for the Protection of Human Subjects of Biomedical and 
Behavioral Research.

● Type of committee formed to review and monitor biomedical research 
involving human subjects.

● protects rights and welfare of human research subjects.
HHS, 2013; FDA; HRPO; SMEAD, 2019



Current Landscape continued
3. Genetic Information Nondiscrimination Act (GINA)

● protects individuals from discrimination by health insurers or employers 
based on genetic information.   

4. European Union’s General Data Protection Regulation (GDPR)

● Harmonize data privacy laws across EU, protect EU citizens data privacy
● Reshape the way organizations across the region approach data privacy.

5. The California Consumer Privacy Act

● strong protection for individuals regarding their personal data and apply 
to businesses that collect, use, or share consumer data

EU GDPR; NIH, 2018; Fair Warning, 2019



Findings 



Limitations
● GINA does not address wrongful publicity, unreasonable search and 

seizure, profit, or public trust
● GINA prevents unwanted access by employers or insurers, but not with 

respect to proprietary databases
● GDPR increases transparency, but requires well-informed and proactive 

consumers
● HIPAA applies to healthcare providers, IRBs regulate research, but no 

legal protections apply to proprietary databases, other than the terms of 
service.



My Role/Methods
● Reviewed genetic databases, including clinical, research, and proprietary, 

and prepared spreadsheet with key information

● Found and summarized articles, academic reports, and other documents 

relating to:
○ genetic data privacy

○ current privacy policies of genetic databases

○ history of regulations and Institutional Review Boards (IRBs) / Limitations of IRBs

● Compiled references for law review paper



Proposed Safeguard: Data Protection Review Boards

● Goal: safeguard against potential harms without unduly suppressing 

opportunities for great medical and population health advance

● Modeled after IRBs and Data Access Committees that protect human 

subjects in research



History of Ethical Regulations/IRBs

i.

DAIDS Safety, 2012



Proposed Structure & Protections of DPRB
● Limiting the amount of data to be shared

● Requiring the data be destroyed after a specified amount of time

● Instituting data-handling protocols

● Implementing technological safeguards



Federal Oversight

● FDA for research related to pharmaceutical development

● FTC for other data sharing

● Possible new agency 



Limitations of DPRBs

What DPRBs don't solve:

● Social and political misuse of data

● Follow-up contact of subjects and relatives with new findings

● Data ownership and right to proceeds of discoveries

● Ownership of designer genes



Conclusion
● Genomic advances have greatly improved the accessibility of genetic data 

and allowed for advances across all societal sectors.
● Like all other innovations, the rise of genetic databases comes with a 

price: privacy concerns.
● Through safeguards such as the proposed DPRB, the end goal is to 

protect consumers against potential harms without unduly suppressing 
opportunities for great medical and population health advances



What did I learn?
● A different style of research

● Problems that affect the health system as a whole

● The importance of being open to the opportunities that life affords you
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