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Overview

Privacy is an important part of our lives. Information of ourselves can be used in many ways to make things 

personalized for you, marketing/advertising purposes or to take advantage of people

Rapid technology brings opportunities to improve health

Challenges arise

Aim
Understand the risks to privacy and how the US can guard against them while taking full advantage of 

accelerating progress in health technology



What is HIPAA

HIPAA applies only to “covered entities” — defined as health plans, health care clearinghouses, and 

health care providers who transmit health information electronically

● Also to “business associates,” including individuals and companies, such as IT support firms, that help 

covered entities handle their electronic information

The Health Insurance Portability & Accountability Act - 1996

- The law restricts access to individuals’ private medical information

- Its Privacy Rule requires appropriate safeguards to protect the privacy of personal health information, 

and sets limits on the uses and disclosures that may be made of information without patient 

authorization.

- The Rule also gives patients rights over their health information, including rights to examine and 

obtain a copy of their health records, and to request corrections.

- Security Rule requires appropriate administrative, physical and technical safeguards to ensure the 

confidentiality, integrity, and security of electronically shared and stored personal health information.

- Outdated





What is not a covered entity

You tell your doctor to give part of your health records to your employer to explain 

your absence from work. The record will probably not be subject to HIPAA in the 

hands of your employer.

A health researcher obtains your health records for use in a properly authorized 

research project. The records have no HIPAA protection in the hands of the 

researcher -- unless it is a clinical trial.

Businesses that do not directly engage in the provision of health care or health 

insurance including Apple, Fitbit and other similar companies that make/sell 

wearable devices that collect and share health data.





GDPR

- GDPR standardizes data protection across the EU

- It just took effect … May 2018

- New, stricter rules on how companies must handle and protect individuals’ personal data

- GDPR’s goal is to give users more control over and clarity of their information

- Forces companies to explain/justify what they do with your data.

- Any organization/business that holds personal data is expected to comply

- GDPR applies to EU companies and to others, wherever located, that do business in the EU 

General Data Protection Regulation



What is Personal Data

Under GDPR -- Anything that can identify you. I.E name, phone 

number, username, location/ip, health data, political opinions, sexual 

orientation & etc..



Wearable Devices

Technology that is worn on the human body, including powerful sensor technologies that can collect and deliver 

information about users & their surroundings.

Apple Watch, Fitbit, Actigraph & other smartwatches and fitness trackers

- Location data

- Heart rate

- Steps

- Sleep patterns

- & Much More



Genetic Privacy

- Privacy Policies - Wordy, difficult to read and understand

- Accelerate process of a more transparent privacy policy with users 

Genetic Testing Companies such as 23andMe, Ancestry/DNA & other similar sites

- Standardization of privacy policies







What’s Next

Continue to add to document

Meet with HHS (Oct.22 symposium in DC focus on health information privacy) 

Suggest a Privacy Policy Standardization and consider the best entity(ies), gov’t or otherwise, to 

implement and enforce the new guidelines. 



Other Project - Medicaid Expansion

Comparing medicaid expansion to housing market growth

- Urban Economics Theory

- Is the Housing market affected



Health Insurers Are Vacuuming Up Details About 

You — And It Could Raise Your Rates

Insurers & data brokers are working together

Possible implication -- Where everything you do, the things you buy, the food you eat, the time you 

spend watching TV, will determine how much you pay for health insurance.

For example : Are you a woman who recently changed your name? You could be newly married and 

have a pricey pregnancy pending. Or maybe you’re stressed and anxious from a recent divorce.

This computer model may run up your medical bills.

https://www.propublica.org/article/health-insurers-are-vacuuming-up-details-about-you-and-it-could-raise-your-rates



Lessons Learned

● Research is slow -- Patience

● I love research



Thank You!


